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ABSTRACT

IMAGE ENCRYPTION BASED ON HAAR WAVELET TRANSFORMATION
AND RC4 ALGORITHM

YASIN, Elham Tahsin
M. Sc. Thesis, Electrical-Electronics Engineering
Supervisor: Assoc. Prof. Dr. Ridvan SARACOGLU
July 2017, 59 Pages

Security and privacy of information or data nowadays have turned into a critical
concern; progressed techniques for secure transmission and recovery of digital images are
progressively required for various military, restorative, country security, and different
applications. Different sorts of strategies for increment security information or data as of
now is created, one basic path is by cryptographic systems. Keep up the security of the
message by changing information or data into an alternate frame, so the message can't be
perceived. The basic idea behind the thesis is to optimize security by combining the two
algorithms namely Haar wavelet transformation and RC4 encryption algorithm. Haar
wavelet transformation is used to compress the image for simplicity and estimate high-
speed performance we can send it over the network quickly. RC4 encryption is utilized to
encrypt the image for image security and transform image safely and securely over any

network.

Keywords: Cryptography, Haar transformation, Image compression, Image
encryption, Information security, RC4 stream cipher.






OZET

HAAR DALGACIK DONUSUMU VE RC4 ALGORITMASINA DAYALI
GORUNTU SIFRELEME

YASIN, Elham Tahsin
Yiiksek Lisans Tezi, Elektrik-Elektronik Miihendisligi Anabilim Dali
Tez Danismani: Dog. Dr. Ridvan SARACOGLU
Temmuz 2017, 59 Sayfa

Glinlimiizde bilgi ve verilerin giivenligi, gizliligi kritik bir meseleye
dontismistiir. Giivenli iletim igin ilerlemis teknikler, ileri diizeydeki resimlerin
diizeltilmesi, cesitli askeri ve onarmaya yonelik uygulamalar, iilke giivenligi ve farkli
uygulamalar i¢in devamli olarak gereklidir. Giinimiizde bilgi giivenliginin
gliclendirilmesi igin kulanilan farkli yollardan en temeli sifreleme sistemleridir.
Bilgileri veya verileri anlasilmayacak sekilde baska bir yapiya doniistiirerek mesajin
giivenligi saglanir. Bu tezdeki temel fikir, Haar dalgacik doniisiimii ve RC4 sifreleme
algoritmas1 olmak tizere iki algoritmay birlestirerek giivenligi optimize etmektir. Haar
dalgacik doniisiimii, goriintiiyli sikistirmak, sadeligi saglamak ve yiiksek hizl
performans elde etmek i¢in kullanilir. Ayrica ag ilizerinden hizli gonderilebilir. RC4
sifreleme ise goriintliyli herhangi bir ag ilizerinden giivenli ve saglam bir sekilde

sifrelemek ve gondermek icin kullanilir.

Anahtar Kelimeler: Bilgi giivenligi, Goriintii sikistirma, Goriintl sifreleme,
Haar doniisiimii, Kriptografi, RC4 akis sifresi.
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1. INTRODUCTION

The fast development of PC networks permitted extensive files, for example,
advanced pictures, to be effortlessly transmitted over the web. Information security is a
vital issue and encryption is one of the guaranteed securities in communication and image
repository. However, the majority of the accessible encryption calculations are utilized for
content information. Because of huge information size and continuous limitations,
calculations that are important for textual information may not be appropriate for sight and
sound information (Dixit et al., 2012). Encryption will be the procedure of transforming the
data with protected its security. With the immense development of PC networks and the
most recent advances in computerized innovations, an enormous amount of computerized
information is being traded over different sorts of networks. It is frequently true that a
considerable some portion of this data is either classified or private. Subsequently,
extraordinary security methods have been utilized to give the required assurance. In the
computerized world today the security of digital images has turned out to be increasingly
critical considering of the quick development of the Internet. Starting late The security of
computerized pictures has advanced in more idea, and to upgrade the security of these
pictures an extensive variety of image encryption techniques have been prepared (Dixit et
al., 2012).

Image encryption assumes a basic part in the section of data masking. Image
encryption method arranged information unreadable. Hence, no hacker or meddler, among
other server overseers and others, approach the main message or any other sorts of
transmitted data through open systems, for example, the web (Aashish, 2014). The essential
aim of keeping pictures ensured is to look after confidentiality, integrity, and authenticity.
Different techniques are available for making images secure and one technique is
encryption.

Image encryption strategies attempt to change over an image using an algorithm to
an unreadable form that is difficult to get it. Then again, image decoding recovers the

original image from the encoded one. There are different image encryption frameworks to



encode and decode information, and there will be no absolute encryption calculations fulfill
the different image sorts. Image encryption has utilization in multimedia systems, medical
imaging, soldierly communication, Internet communication, etc. In order to transmit images
securely, a number of encryption strategies have been proposed. One of the schemes is RC4
encryption algorithm (Patel and Belani, 2011).

With the techniques of image encryption, image compression is used with
algorithms to maintain security and safety for image and decrement size of it. Image
compression is removing the redundant data. There are several methods used for
compression images among them Haar wavelet transformation is one of the most used

mathematical methods for compressing the images.

1.1. Aim of Thesis

The basic idea behind the thesis is to first compress the image so that we can send it
over the network quickly and encrypt it so that we can transmit it over any network
securely and safely. Security was optimized by combining the two algorithms namely Haar
wavelet transformation for the compression and RC4 encryption algorithm into one
application. The Haar wavelet is used for the best performance in terms of computational
time, high-speed computation, its memory efficient and simplicity. Furthermore, RC4 is the
developed form of the RSA. Since RC4 is a symmetric stream cipher, very quick and used

for secure communications we prefer it as the encryption algorithm for images.

1.2. Outline of Thesis

The rest of the thesis is organized into 5 sections: Section one contains the problem
and objectives of the study, the main aim of doing the study with a brief introduction about
the encryption and compression methods. While section two; explains the works and
activities that have linked with this review. Lots of studies and works are done with
different-different algorithms. In section three the background to encryption and

methodology was described within the materials and methods with explanations of all



materials that used in this research including compression method, encryption algorithm,
and statistical analyses done for the study. Implementation of the study is given in section
four, that all results and executions are included in this section, also with the result of the
practical works. Finally, section five concludes this research and mentions the future works

also.



2. LITERATURE SURVEY

This section describes the works and projects which are related to this study.
Throughout the years a wide range of strategies has been presented for image encryption
for secure transmission of images over networks. Some related works are clarified below:

Kumar et al. (2014), proposed an image encryption algorithm based on Haar
wavelet transformation and DNA technique, which the first image is compressed using
Haar transformation and then the image is encrypted by DNA algorithm. Wavelets are
mathematical functions; a wavelet transformation changes over information from the spatial
into the frequency space and afterward stores every segment with the comparing
coordinating determination scale. DNA algorithm used for further encrypting the image,
this method changes the data into an unreadable form. For compressing the image GUI was
designed. In DNA technique initials a mystery key produced utilizing DNA succession and
particular arithmetic operations. At that point, every pixel value of the image experiences
the encryption procedure utilizing the key and DNA calculation strategies.

Zhang et al. (2012), worked on a cryptosystem based on DNA subsequence. Here
only DNA sub-sequence operation is used hence it does not have any match with traditional
DNA approach for encryption. Location and the value of the pixel of the image are
scrambles using logistic chaotic map. Encryption process based on this approach has good
security and efficiency. DNA subsequence operation is based on horizontal, or the length of
the subsequences selected is longer. The horizontal correlation was improved by changing
the lengths of DNA subsequences from each bit-plane.

in this paper Zeghid et al. (2007), worked on The Advanced Encryption Standard
(AES), the encryption study was analyzed and added a key stream generator (A5/1, W7) to
AES for guarantee enhancing the encryption execution. The key stream creator has an
essential impact on the encoding.

Dixit et al. (2012), worked around the binary code of the pixel values for a color
image, it was separated and changed concurring to the indexed 8-bit key which takes place

by the permutation of all 8 continuous pixels. The image is further isolated into pieces



which are shifted accordingly. To further authorize the encryption another strategy is
annexed to it which requires a 43 digit key. The encryption takes an average of 10 rounds in
which two keys are utilized, both of which were gotten from the 43 digits indexed key. The
proposed encryption process takes place in two stages and utilizes two keys: which
outcome in a total of (8!*256”43) combinations. This large key size makes a brute force
attack repetitious as it is wanted that half the keys are attempted before a person can split
the key.

In this paper, Sasidharan and Philip (2011), prepared a quick partial image encoding
framework used Discrete Wavelet Transform with RC4 Stream Cipher. The approximation
matrix (lowest frequency band) was encoded in this study, utilizing the stream cipher as it
purchases a majority of the picture’s data. The encoding time is decreased by encoding just
the section of the image and by shuffling the remain of the image preserved a great level of
security. The current way to deal with lessening the computational pre requisites for huge
volumes of images is the current encryption. The algorithm is expressed as a quick image
encryption calculation, according to the chosen encryption of certain part of the image
(lowest frequency band). PSNR values of the encrypted images are less and are incomplete
able to statistical attacks.

Mousa and Hamad (2006), worked on breaking down the RC4 parameters have
shown that the speed of encoding or disentangling time is particularly related to the
encryption key length and to the data record measure if the data is sufficiently huge.
Information sort is additionally vital since picture information needs more opportunity to be
prepared than content or sound information primarily as indicated by the bigger record
estimate. This relationship had been changed into conditions to show these connections
thus might be used to anticipate the execution of the RC4 under various conditions.

Rathee and Vij (2014), proposed a study that presents discrete Haar wavelet
transform (DWT) for image compression. The image compression methods are extensively
characterized into two classes depending on if or not a correct reproduction of the original
image could be remade using the compacted image. Haar discrete wavelet transform

(HDWT) was utilized to compress the signal. The prepared compression techniques



significantly upgrade the time execution of the framework. Also, the proposed
Compression technique is understandable and computationally less difficult.

A paper proposed by Tamboli and Udupi (2013), namely an efficient calculation
scheme for 2D-Haar wavelet transformation in image compression. The prepared study
objected at growing computationally productive and compelling calculations for lossy
picture compression using wavelet techniques. The study is especially focused towards
wavelet image compression utilizing Haar Transformation with an idea to decrease the
computational needs by implementing various compressions beginning for the wavelet
coefficients and these results obtained in a fraction of seconds and in this way to enhance
the nature of the reconstructed picture. The promising outcomes got concerning
reconstructed images quality and in addition the safeguarding of significant picture detail.

A chronological review demonstrating the cryptanalysis of RC4 stream cipher was
presented in the study. Different weaknesses of the RC4 algorithm summarized. To build
up a safe RC4 algorithm it was set up that imaginative research endeavors are required,
which can take the weaknesses of RC4, such as biased bytes, key collisions, and key
recovery attacks on WPA (Jindal and Singh, 2015).

In another paper Jolfaei (2011), proposed Image Encryption Using Chaos and Block
Cipher, a picture encryption plot in view of a merge of chaotic baker’s map and modified
version of S-AES was prepared. Baker’s map utilized to create a permutation matrix. The
paper contains a pixel shuffler unit and a block cipher unit. Pixel shuffling widens the
diffusion property and expands vertical, horizontal and diagonal difference of two adjacent
pixels.

A new image encryption scheme was presented by Guan et al. (2005). Shuffling the
places and altering the gray values of image pixels are mixed all the while to guarantee the
security of the strategy. The encryption algorithm contains two stages: Firstly, the pixels of
the original image are shuffled using Arnold cat map. After the pixel values of the shuffled
image are encoded by Chen’s chaotic framework. Shuffled image is encoded by the pre-
handled signal pixel by pixel. The calculation has three benefits: (1) the method has a good
key space against all types of brute- force attacks; (2) the cipher-image has a decent

measurable property; (3) the encoding method is exceptionally delicate to the secret keys.



Ahadpour et al. (2016), acquainted another technique to image encryption. The
proposed method used the flexibility of the gradient Haar wavelet transform and chaotic
property of the rational order chaotic maps to produce the encrypted images. Haar wavelet
is one of the best scientific apparatuses in image cryptography and examination. This
strategy utilizes linearity properties of the scaling capacity of the gradient Haar wavelet and
deterministic behaviors of rational order chaotic maps in order to create encrypted images
with the high-security factor.

In this paper, Hashim and Neamaa (2014), exhibited a specific public key
cryptosystem expressed with the assistance MATLAB Program to be utilized over images
called the ElGamal Cryptosystem. Hence the ElGamal cryptosystem is utilized over a
primitive foundation, the free GNU Privacy Guard software of a huge prime in messages
encoding, late forms of Pretty Good Privacy (PGP), and other cryptosystems. This study
presents a modification of this cryptosystem by using it over gray and color images. That
would be by transforming an image into its matching matrix using MATLAB Program after
that applying the encryption and decoding algorithms on it.

Gao and Chen (2008), presented another picture encoding framework, which
utilizes a picture add up to rearranging network to rearrange the places of picture pixels and
after that uses a hyper chaotic framework to befuddle the connection between the plain
picture and the encoded picture. The exploratory outcomes exhibit that the recommended
encryption calculation of the picture has the upsides of vast key space and high security.

In this research, Tedmori and Al-Najdawi (2014), proposed a novel lossless
symmetric key encoding/decoding system. In the prepared algorithm, the image is changed
into the frequency area utilizing the Haar wavelet transform, after that the picture sub-bands
are encoded in such way that certifications a safe, dependable, and an unbreakable shape.
The encryption includes dispersing the recognizable recurrence information in the picture
utilizing a reversible weighting factor among whatever remains of the frequencies. The
calculation is intended to rearrange and switch the indication of every recurrence in the
changed picture before the picture frequencies are changed back to the pixel space. The
outcomes demonstrate an aggregate deviation in pixel esteems between the first and

encoded picture. The decoding calculation turns around the encryption procedure and



reestablishes the picture to its unique shape. The proposed calculation is assessed utilizing
standard security and factual techniques; results present that the prepared work is
impervious to most known assaults and more secure than different calculations in the
cryptography area.

Kumar and Vaish (2017), taken a shot at another image encoding and decoding
algorithm in light of Multi-resolution Singular Value Decomposition (MSVD) and Discrete
Cosine Stock-well Transform (DCST) prepared. Firstly an original image is changed in
DCST domain and after that decomposed into four sub bands utilizing MSVD; every four
sub-bands are later decomposed into four sub-images concurring to their inputs and hide by
the parameters created by MSVD. A number of bands of DCST were utilized, Course of
action of MSVD sub-bands, the arrangement of different sub-images got from MSVD sub-
bands, qualities, and course of action of a 4x4 matrix created by MSVD and the
arrangement of hidden sub-images as encoding and decoding keys.

Taqgieddin et al. (2015), dealt with another equipment execution of the RC4
calculation utilizing FPGA. RC4 is a known stream cipher, which is generally utilized as a
part of numerous security conventions and models because of its speed and adaptability.
The primary thought of this outline is the utilization of a dual-port block RAM in the FPGA
keeping in mind the end goal to better use the accessible rationale and memory assets.
Merged with a new pipelined equipment execution, the new plan accomplishes better
execution. The plan is portrayed utilizing Verilog HDL and synthesized and executed
utilizing Xilinx ISE good for various FPGA devices. Synthesis comes about demonstrate
that the proposed configuration accomplishes higher proficiency than past usage by
lessening the region while maintaining a suite throughput/LUT ratio. The proposed

configuration is likewise more effective as far as power utilization.



3. MATERIALS AND METHODS

3.1. Information Security

Nowadays, information security is becoming more important in data storage and
transmission. Images are widely used in different-different processes. Therefore, the
security of image data from unauthorized users is important. The essential expectation of
keeping images protected is to maintain confidentiality, integrity, and authenticity (Kumar
et al., 2014). Different techniques are available for making images secure and one
technique is cryptography (encryption). Cryptography is science to look after the security
of the message by changing data or information (Irfan et al., 2015). Image encryption plays
an important role in the field of information hiding. Image encryption method prepared
information unreadable. Therefore, no hacker or eavesdropper, including server
administrators and others, have access to an original message or any other type of
transmitted information through public networks such as the internet (Aashish, 2014).

Generally, Encryption is a procedure that transforms an image into a cryptic image
by using a key. Furthermore, a user can retrieve the initial image by applying a decryption
method on the cipher image, which is usually a reverse execution of the encryption process
(Kumar et al., 2014). The primary purpose of encryption is to protect the confidentiality of
digital data stored on computer systems or transmitted via the Internet or other
computer networks. Modern encryption algorithms play a vital role in the security
assurance of IT systems and communications as they can provide not only confidentiality
but also the following key elements of security: Authentication, the origin of a message can
be verified. Integrity, proof that the contents of a message have not been changed since it

was sent. Non-repudiation, the sender of a message cannot deny sending the message.
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3.2. Image

Nowadays Digital Images find a lot of applications almost in all the fields, for e.g.
Information Hiding, Communication etc. Security of these images is very important. Image
encryption is one method of providing security to digital images. An image is nothing more
than a two dimensional signal of numbers ranging between 0 and 255. It is defined by the
mathematical function f(x, y) where x and y are the two coordinates horizontally and
vertically. The value of f(x, y) at any point gives the pixel value at that point of an image
(Anonymous, 2017).

Pixels are the fundamental components of an image, so keeping in mind the end
goal to encrypt an image; we need to encode the data covered up in every pixel. Pixel's
position esteems can likewise be utilized for encryption reason (Kumar et al., 2014). Pixel
is the littlest component of a picture. Every pixel relates to any one value. In an 8-bit gray-
scale picture, the value of the pixel is in the range of 0 and 255. The value of a pixel at any
point corresponds to the force of the light photons striking by then. Every pixel stores a
value corresponding to the light power at that specific area (Anonymous, 2017).

The very first image that has been sent over the wire was from London to New York

by using a submarine cable (Figure 3.1). The image took three hours to reach.

Figure 3.1. First sent image (Anonymous, 2017).



11

We have characterized an image as a two-dimensional signal or matrix. At that
point, all things considered, the quantity of PEL would be equivalent to the number of lines

increase with the number of columns. It’s mathematically expressed as in “Equ. 3.1”:

Entire Number of Pixels= Number of Rows i x Number of Columns (j) (3.1)

For image dimensions, we can determine it as represented in “Equ. 3.2 image dimensions
depend upon three points; the number of rows, the number of columns, and the number of
bits per pixel (Anonymous, 2017).

Dimension of an image= rows x columns x bit per pixels (3.2)

3.3. Image Compression

Image compression is a technique used for representing the image using data which
are repeated in the image several times (data redundancy). For example in a black and
white image, 0000011111 can be represented as (0, 5) (1, 5). 0 is repeated five times and so
on. This technique is called run length coding. Similarly, there are several techniques
available to represent an image with a minimum number of bits. Image compression aims
to remove the redundancies and generates an image with less number of bits per pixel (Wei,
1997). Image compression techniques fall into two categories, namely, lossless and lossy.
In lossless techniques, the image can be reconstructed after compression, without any loss
of data in the entire process. Lossy techniques, on the other hand, are irreversible, which
results in loss of data (Sethi et al., 2011). In image compression, a small loss in quality is
usually not noticeable. Discrete cosine and wavelet transform based methods (jpeg,
jpeg2000) are mainly used for lossy image compression. There are other methods for
lossless compression based on entropy coding as an example PNG is lossless image
compression file format.

In image compression, the size in bytes of a graphics file is minimizing without

lowering the quality of the image to an unacceptable level. More images stored in a given
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amount of disk or memory space when the file size reduced. Likewise, it increases the time
needed for images to be sent over the internet or downloaded from pages. If we ask why is
image compression important? It’s because it goes to save space (storage, bandwidth) and
time. When trying to see an image from the Internet on a cell phone you may need to hold
up 5 seconds to download a crude one or 1 second while downloading a compressed one.
This adds to client experience and makes your information arrangement less expensive.
When you hire a virtual server where you have your site with images you commonly pay
for a repository and the measure of information the server sends and gets over a detailed
period. So you can serve more compressed images to your watchers without paying more
for the used transmission capacity (Suliga, 2015).

As an answer to the question, why an image can be compressed? The reason is that
the correlation between one pixel and its neighbor pixels is very high, or we can say that the
values of one pixel and its adjacent pixels are very similar. Once the correlation between
the pixels is reduced, we can take advantage of the statistical characteristics and the
variable length coding theory to reduce the storage quantity. There are a lot of relevant
processing methods being proposed. The best-known methods are (predictive coding,
orthogonal transform, and subband coding) (Wei, 1997).

Image data compression is concerned with minimizing the number of bits required
to represent an image. Minimizing the number of bits can be simplified as this example
repetition of messages to reduce the probability of errors in transmission, in data in a way
which makes image reconstruction possible. Image compression algorithms calculate which
data needs to be kept in order to reconstruct the original image and therefore which data can
be "thrown away". By removing the redundant data, the image can be represented in a
smaller number of bits, and hence can be compressed (Gaur, 2014).

3.4. Image Encryption
Cryptography got its name from a Greek word called "Kryptos™ which implies

“Hidden Secrets”. Cryptography is the practice and study of concealing information. It is

the Art or Science of changing over a plain knowable data into an unknowable data and
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once more retransforming that message into its original structure using a number of
different mathematical algorithms or techniques (Arur, 2013). This technique is utilized
when secret statements are sent from one person to another in excess of the communication
line. It gives Confidentiality, Integrity, and Accuracy. The learning of securing the
protection of data throughout communication under opposed situations is cryptography.
Presently, cryptography assumes an essential part in the growing information technologies
and quickly increasing computer network transmissions. Current cryptographic techniques
are based theoretic or logarithmic ideas (Jolfaei, 2011).

3.4.1. History of encryption

The use of encryption is nearly as old as the art of communication itself. As early as
1900 BC, an Egyptian scribe used non-standard hieroglyphs to hide the meaning of an
inscription. In a time when most people couldn't read, simply writing a message was often
enough, but encryption schemes soon developed to convert messages into unreadable
groups of figures to protect the message's secrecy while it was carried from one place to
another. The contents of a message were reordered (transposition) or replaced (substitution)
with other characters, symbols, numbers or pictures in order to conceal its meaning (Gaur,
2014).

In 700 BC, the Spartans wrote sensitive messages on strips of leather wrapped
around sticks. When the tape was unwound the characters became meaningless, but with a
stick of exactly the same diameter, the recipient could recreate (decipher) the message.
Later, the Romans wused what's known as the Caesar Shift Cipher, a
monoalphabetic cipher in which each letter is shifted by an agreed number. So, for
example, if the agreed number is three, then the message, "Be at the gates at six" would
become "eh dw wkh jdwhv dw vla". Possibly the most famous implementation of a
polyalphabetic substitution cipher is the Enigma electro-mechanical rotor cipher machine
used by the Germans during World War Two (Gaur, 2014).

It was not until the mid-1970s that encryption took a major leap forward. Till now,

all encryption schemes used the same secret for encrypting and decrypting a message: a
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symmetric key. In 1976, B. Whitfield Diffie and Martin Hellman's paper New Directions in
Cryptography solved one of the fundamental problems of cryptography, namely how to
securely distribute the encryption key to those who need it. This breakthrough was followed
shortly afterward by RSA, an implementation of public-key cryptography using asymmetric

algorithms, which ushered in a new era of encryption (Gaur, 2014).

3.4.2. How we use encryption today

Until the arrival of the Diffie-Hellman key exchange and RSA algorithms,
governments and their armies were the only real users of encryption. Encryption is
generally utilized in numerous computer applications to protect data in transit and at rest.
Client inclusion in the encryption process may change for every application. However,
Diffie-Hellman and RSA led to the broad use of encryption in the commercial and
consumer realms to protect data both while it is being sent across a network (data in transit)
and stored, such as on a hard drive, smartphone or flash drive (data at rest). Devices like
modems, set-top boxes, smart cards and SIM cards all use encryption or rely on protocols
like SSH, S/IMIME, and SSL/TLS to encrypt sensitive data. In some applications of secure
Web browsing using Secure Socket Layer (SSL) or Transport Layer Security (TLS)
protocols, the use of encryption may be transparent to users. In other implementations,
users may be required to enter a password to encrypt or decrypt the protected data if the
cryptographic key is derived from the password (Stine and Dang, 2011).

Email can be encrypted by the sender and then decrypted by the intended recipient
using Secure/Multipurpose Internet Mail Extensions (S/MIME). E-mail can be read only by
the sender and the intended recipient. Internet Protocol Security (IPsec) is a suite of
network layer security protocols frequently used to establish virtual private networks. They
enable only the two ends of a communication in a computer network to understand the
encrypted messages exchanged between them. The SSL protocol and its successor, TLS,
are the primary end-to-end security protocols used to protect information traversing the
Internet. The most common usage scenario for these protocols is a Web browser, acting as

a client for the human user, interacting with a Web server. Using SSL and TLS, encrypted
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messages between a Web browser and a Web server cannot be decrypted by any
unauthorized party (Stine and Dang, 2011).

Encryption is used to protect data in transit sent from all sorts of devices across all
sorts of networks, not just the Internet; every time someone uses an ATM or buys
something online with a smartphone, makes a mobile phone call or presses a key fob to
unlock a car; encryption is used to protect the information being relayed. Digital rights
management systems, which prevent unauthorized use or reproduction of copyrighted
material, are yet another example of encryption protecting data (Rouse, 2014).

3.4.3. How encryption works

Data often referred to as plaintext, is encrypted using an encryption algorithm and
an encryption key. This process generates cipher-text that can only be viewed in its original
form if decrypted with the correct key. Decryption is simply the inverse of encryption,
following the same steps but reversing the order in which the keys are applied. Today's
encryption algorithms are divided into two categories: symmetric and asymmetric. Some
classified into three groups: symmetric encryption, asymmetric encryption, and those used
in cryptographic hash functions (Rouse, 2014).

Symmetric key cryptography (secret key cryptography) uses the same key, or secret,
for encrypting and decrypting a message or file (Figure 3.2). The most widely used
symmetric-key cipher is AES, which was created to protect government classified
information. Symmetric-key encryption is much faster than asymmetric encryption, but the
sender must exchange the key used to encrypt the data with the recipient before he or she
can decrypt it. This requirement to securely distribute and manage large numbers of keys
means most cryptographic processes use a symmetric algorithm to efficiently encrypt data
but use an asymmetric algorithm to exchange the secret key (Rouse, 2014). The advantage
is simpler and faster. The disadvantage is less secured. Some of the encryption algorithms
that use symmetric keys include AES (Advanced Encryption Standard), Blowfish, DES
(Data Encryption Standard), 3DES, IDEA, Serpent, RC6, and Twofish.
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Figure 3.2. Symmetric key cryptography.

Asymmetric key cryptography, also known as public-key cryptography, uses two
different but mathematically linked keys, one public and one private (Figure 3.3). The
public key can be shared with everyone, whereas the private key must be kept secret. RSA
is the most widely used asymmetric algorithm, partly because both the public and the
private keys can encrypt a message; the opposite key from the one used to encrypt a
message is used to decrypt it. This attribute provides a method of assuring not only
confidentiality but also the integrity, authenticity, and non-reputability of electronic
communications and data at rest through the use of digital signatures. Two of the most
widely used asymmetric key algorithms are RSA, DH, ElGamal, ECC, and DSA (Rouse,
2014).

Public Private
Key Key
1 1
1 1
1 1
1 1
\'4 . \4
. Encryption Clpher- Decryption .
Plaintext |——> text >| Plaintext

Figure 3.3. Asymmetric key cryptography.

Image encryption techniques try to convert an image to another one that is hard to

understand. On the other hand, image decryption retrieves the original image from the
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encrypted one. There are various image encryption systems to encrypt and decrypt and to
transmit images securely (Patel and Belani, 2011). Image encryption has applications in
multimedia systems, medical imaging, military communication, Internet communication,
etc.

Encryption or Enciphering is the process of converting plain text into an
unintelligible format (cipher text) is called Encryption, which cannot be easily understood
by anyone except authorized parties. The encryption function requires two inputs, plain-
text, and a cryptographic key in order to output cipher-text (Arur, 2013), as shown in
(Figure 3.4).

Key

\

Plain-Text s Encryption —>| Cipher-Text

Figure 3.4. Encryption diagram.

Decryption or Deciphering is the process of converting cipher text into a plain text
is called Decryption. Decryption is the process of converting Cipher-text again into its
original form. The decryption function requires two inputs, cipher-text and a cryptographic

key in order to output original form (Arur, 2013), as shown in (Figure 3.5).

Key
v

Cipher-Text f—> Decryption —>| Plain-Text

Figure 3.5. Decryption diagram.
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The primary purpose of encryption is to protect the confidentiality of digital data
stored on computer systems or transmitted via the Internet or other computer networks.
Modern encryption algorithms play a vital role in the security assurance of IT systems and
communications as they can provide not only confidentiality (Rouse, 2014) but also
(authentication, integrity, and non-repudiation). Short explanations for the security key
elements are presented as the following:

e Authentication: the origin of a message can be verified.
« Integrity: proof that the contents of a message have not been changed since it was sent.
e Non-repudiation: the sender of a message cannot deny sending the message.

Image encryption is different from text encryption because of the larger scale of
data, higher redundancy and stronger correlation of pixels in images. The secret part of
encryption algorithm is the key used for encryption and decryption process. The key is
made of random bits and it can be any value. Each algorithm makes use of key space. The
key is constructed using random values within the key space of algorithm. The larger the
key space, larger the values of keys we can use to show differ keys (Abhinandan and KN,
2011).

The strength of an encryption largely depends on two components: 1) the cipher and
2) the length of the key. A cipher is simply a method for encrypting (and decrypting)
messages(Villanueva, 2015).

A cipher is simply a method for encrypting (and decrypting) messages. These
ciphers can be classified into two groups: stream ciphers and block ciphers. A block cipher
is an encryption algorithm that encrypts a fixed size of n-bits of data - known as a block - at
one time. The usual sizes of each block are 64 bits, 128 bits, and 256 bits. A stream cipher
is a method of encrypting text (to produce cipher-text) in which a cryptographic key and
algorithm are applied to each binary digit in a data stream, one bit at a time. A stream
cipher is one of the simplest methods of encrypting data where each bit of the data is
sequentially encrypted using one bit of the key (Figure 3.6). It’s the generalization of the
one-time pad and initialized with short key (Bradford, 2016). The key is stretched into long
key-stream. Key-stream is used like a one-time pad. The main advantage of the stream

cipher is that it is faster and more suitable for streaming application but its main
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disadvantage is that it is not suitable for some architecture. One example of the stream

cipher method is the RC4 technique.

Key Key

Kk Kk

Y Y

Pseudorandom byte Psendorandom byte
generator generator
(key stream generator) (Kkey stream generator)
k k
Plaintext 'I' o Ciphertext + o Plaintext
hyte stream = ’E:J.'T.e stream = 'T}yte stream
M ENCRYPTION C DECRYPTION M

Figure 3.6. Stream Cipher Diagram (Stallings, 2005).

In cryptography, key size or key length is the number of bits in a key. Used by a
cryptographic algorithm (such as a cipher). Keys are the number of binary digits, or bits, in
an encryption algorithm. Key length is sometimes used to measure the relative strength of
the encryption algorithm (i.e., the longer the key length, the more difficult the key is to

decode).

3.5. Haar Wavelet Transformation

The computer is becoming more and more powerful day by day. As a result, the use
of digital images is increasing rapidly. Data requires considerable storage capacity and
transmission bandwidth, compression is one of the ways. First, we compress the image
using Haar wavelet transformation. Wavelets are a set of mathematical basis function.
When approximating a function in terms of wavelets, the wavelet basis functions are

selected according to the function being approximated. Wavelets employ a dynamic set of
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basic functions that represents the input function in the most efficient way. Thus wavelets
are able to provide a great deal of compression and are therefore very popular in the fields
of image and signal processing. A Wavelet transformation converts data from the spatial
into the frequency domain and then stores each component with a corresponding matching
resolution scale. By applying the Haar wavelet transform we can represent this image in
terms of a low-resolution image and a set of detail coefficients. Haar Transform is nothing
but averaging and differencing.

Haar wavelet transformation proposed in 1909 by Hungarian mathematician Alfred
Haar. Wavelets are mathematical functions that were developed for sorting the data by
frequencies. The wavelets have been applied in many fields such as image compression,
data compression, encrypted data and a lot more. The word “wavelet” stands for an
orthogonal basis of a certain vector space. Orthogonality means the original signal is split
into a low and a high-frequency part and filters enabling the splitting without duplicating
information (Raviraj and Sanavullah, 2007). The main advantage of wavelet basis is that
they despite having irregular shape are able to perfectly reconstruct functions with linear
and higher order polynomial shapes, such as rectangle, triangle, second order polynomials,
etc.

Haar wavelet transformation may be considered to simply pair up input values,
storing the difference and passing the sum. This process is repeated recursively, pairing up
the sums to provide the next scale. Finally resulting in differences and one final sum. With
Haar, high compression ratio and high PSNR values are provided. It makes the basic
transformation from the space domain to a local frequency domain. HT decomposes a

discrete signal into two sub-signals of half its length (Average and Difference).

Average (approximation)

Original data

Difference (Detail)
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The Haar function is “Equ. 3.3”

1 te o,%
vt = 1 teln (33)
0 te¢ 01

Haar Transform is nothing but averaging and differencing. This can be explained
with a simple 1D image with eight pixels
[32-1-23041]

By applying the Haar wavelet transform we can represent this image in terms of a
low-resolution image and a set of detail coefficients. So the image after one Haar Wavelet
Transform is:

Transformed coefficient = [2.5-1.5 1.5 2.5]
Detail Coefficients = [0.50.5 1.5 1.5]

The detail coefficients are used in the reconstruction of the image. Recursive
iterations will reduce the image by a factor of two for every cycle. In 2D wavelet
transformation, structures are defined in 2-D and the transformation algorithm is applied for
row first, and then for the column.

The array sizes are expressed in powers of two. Mathematically, the original
resolution of the images is converted into the next larger power of two, and the array sizes
are initialized accordingly. The Haar transform separates the image into high frequency and
low-frequency components (Sethi et al., 2011). For the first cycle, the transformation

algorithm is first run along the row (Figure 3.7).
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Figure 3.7. Haar wavelet diagram (Sethi et al., 2011).

The image array is split into two halves containing the transformed data and the
detail coefficients. The transformed data coefficients are the results of the low-pass filter
while the detail coefficients are the results of the high-pass filter. After transforming the
image in the row, the image is then transformed along the column (Sethi et al., 2011). This
process repeats till two iterations. A program was written in MATLAB and the output is
given in the implementation and results section. The reason wavelets are being used more
and more is that they are capable of deconstructing complex signals into basis signals of
finite bandwidth and then reconstructing them again with the very little loss of information.

The structure of Haar will be shown as (Figure 3.8).

LL3 | HL3 s
LH3 | HH3 e
HL1
LH2 HH2
LH1 HH1

Figure 3.8. The structure of wavelet decomposition (Raviraj and Sanavullah, 2007).
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We can summarize the advantages of Haar Wavelet transform as follows:
1. Best performance in terms of computation time.
2. Computation speed is high.
3. Simplicity.
4. HWT is efficient compression method.
5. It is memory efficient since it can be calculated in place without a temporary array
(Raviraj and Sanavullah, 2007).

3.6. RC4

RC4 (Rivest Cipher 4 also known as ARC4 or ARCFOUR meaning Alleged RC4)
is a stream cipher, symmetric key algorithm (Figure 3.9), designed in 1987 by Ronald
Rivest of RSA Security and is one of the most widely software stream cipher and used in
popular protocols, such as Secure Sockets Layer/Transport Layer Security (SSL/TLS)
(protect Internet traffic), The RC4 encryption algorithm is used by standards such as IEEE
802.11 within WEP (Wireless Encryption Protocol) secure wireless network and PDF using
40 and 128-bit keys. Also, it’s used in many commercial software packages such as Lotus
Notes and Oracle Secure SQL. It’s considered to be fast and simple in terms of software
(Anonymous, 2013).
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Figure 3.9. RC4 block diagram.

Rivers Shamir Adleman (RSA) is the most popular cryptography algorithm.
Virtually all standard cryptographic protocols using the RSA algorithm, including SSL /
TLS (for securing HTTP) and SSH (secure shell). Security algorithms RSA lies in the
difficulty of factoring large numbers into a number of factors - the prime factor which is
used as a private key to unlock cipher text. Due to the excess of the RSA algorithm is a
standard for cryptography algorithms both on text encryption or other data types, the
authors try to implement these algorithms on digital image (Irfan et al., 2015).

A pseudo-random number generator (PRNG), also known as a deterministic random
bit generator (DRBG), is an algorithm for generating a sequence of numbers whose
properties approximate the properties of sequences of random numbers. The PRNG-
generated sequence is not truly random because it is completely determined by a relatively
small set of initial values, called the PRNG’s seed. PRNGs are central in applications such
as simulations, electronic games, and cryptography. Cryptographic applications require the
output not to be predictable from earlier outputs, and more complicated algorithms (Jindal
and Singh, 2015).
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Strengths of RC4 are mentioned as the following points:

o The difficulty of knowing where any value is in the table.

e The difficulty of knowing which location in the table is used to select each value in the
sequence.

e A particular RC4 Algorithm key can be used only once.

o Encryption is about 10 times faster than DES.

The same algorithm is used for both encryption and decryption as the data stream
is simply XORed with the generated key sequence. The key stream is completely
independent of the plaintext used. The operation is initialized with a variable length key,
typically between 40 and 256 bits, using the key-scheduling algorithm (KSA). Then the
stream of bits is generated by a pseudo-random generation algorithm. It uses a variable
length key from 1 to 256 bit to initialize a 256-bit state table (Anonymous, 2013).

The key-scheduling algorithm is used to initialize the permutation in the array "S".
"key-length" is defined as the number of bytes in the key and can be in the range 1 < key-
length < 256, typically between 5 and 16, corresponding to a key length of 40 — 128 bits.
First, the array "S" is initialized to the identity permutation. S is then processed for 256
iterations in a similar way to the main PRGA but also mixes in bytes of the key at the same
time.

The state table is used for subsequent generation of pseudo-random bits (a pseudo-
random number generator uses a function that produces a deterministic stream of bits that
eventually repeats) and then to generate a pseudo-random stream which is XORed with the
plaintext to give the cipher-image. The algorithm can be broken into two stages:
initialization, and operation. In the initialization stage the 256-bit state table, S is populated,
elements S [0], S [1] ... S [255], using the key, K as a seed. Once the state table is setup, it
continues to be modified in a regular pattern as data is encrypted. The initialization process
can be summarized by the pseudo-code.

This algorithm produces a stream of pseudo-random values. The input stream is
XORed with these values, bit by bit. The encryption and decryption process is the same as
the data stream is simply XORed with the generated key sequence. The output byte is
selected by looking up the values of S(i) and S(j), adding them together modulo 256,
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(Figure 3.10) and then looking up the sum in S; S(S(i) + S(j)) is used as a byte of the key-

stream, K.

i ]
0o 1 2 __?Ei]+5[;’]___ i ____j 253 254 255
S
7\ _ )
S[i] >« S[j]
\'%
K S[i]+S[j]

Figure 3.10. The structure of PRNG (Goncalves, 2009).

Some of the RC4 algorithm features can be summarized as (Mousa and Hamad,

1- Symmetric stream cipher

2- Variable key length.

3- Very quick in software

4- Used for secured communications as in the encryption of traffic to and from secure
web sites using the SSL protocol.

So RC4 consists of two parts KSA and PEGA, in KSA state array is generated, in
PRGA key-stream is generated then the key-stream is XORed with the data to produces
encrypted data. The same key is used for the decryption. The encrypted data is XORed with
key-stream to get the plain data. The encryption and decryption in the RC4 algorithm are
shown in (Figure 3.11, Figure 3.12).
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Plaintext Keystream
2 plaintext length-1 0 1 2 plaintext length-1
XOR
0 plaintext length-1
Ciphertext

Figure 3.11. Encryption structure.

Ciphertext

Keystream

2 plaintext length-1 0 1 2 plaintext length-1

Plaintext

XOR

plaintext length-1

Figure 3.12. Decryption structure.

The steps for RC4 algorithm is summarized as follows (Mousa and Hamad, 2006):

Create two string arrays.

Get the data to be encrypted and the selected key.

Initiate one array with numbers from 0 to 255.

Fill the other array with the selected key.

Randomize the first array depending on the array of the key.

Randomize the first array within itself to generate the final key stream.
XOR the final key stream with the data to be encrypted to give cipher text.
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3.7. Security Analysis by Statistical Approach

Nowadays, security is most important part of an image encryption. For the most
part, a great encryption method qualifies different security criteria to assess the efficiency

and security of the image encryption algorithm and some of them are following as:

3.7.1. PSNR for compressed image

In order to evaluate the performance of the image compression coding, it is
necessary to define a measurement that can estimate the difference between the original
image and the decoded image. Two commonly used measurements are the Mean Square
Error (MSE) and the Peak Signal to Noise Ratio (PSNR). PSNR is used to measure the
quality of reconstruction of lossy and lossless compression (e.g., for image compression).
The signal, in this case, is the original data, and the noise is the error introduced by
compression. When comparing compression codecs, PSNR is an approximation to human
perception of reconstruction quality. There is an inverse relationship between PSNR and
MSE. So a higher PSNR generally indicates that the reconstruction is of higher quality, in
some cases it may not. PSNR is most easily defined via the mean squared error (Pantech,
2013).

Which is defined “Equ. 3.4” and “Equ. 3.5 respectively. f(x, y) is the pixel value
of the original image, and f(x, y) is the pixel value of the decoded image. Most image
compression systems are designed to minimize the MSE and maximize the PSNR (Wei,
1997).

W-1 H-1 2

MSE = =0 y=oJ XY /1%y (3.4)

PSNR = 20log;o—— (3.5)
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3.7.2. Histogram

A histogram is a graph, a graph that shows frequency. Usually, histograms have
bars that represent the frequency of occurring of data in the whole data set. A Histogram
has two axes the x axis and the y axis. The x axis contains event whose frequency you have
to count. The y axis contains frequency. The different heights of the bar show different
frequency of occurrence of data. A cipher image should have a uniform histogram to be
secure from the known plaintext attack (Kumar et al., 2014)

Histogram of an image, like other histograms, also shows frequency. The x axis
shows the gray level intensities and the y axis shows the frequency of these intensities. The
x axis of the histogram shows the range of pixel values. Whereas on the y-axis, is the count
of these intensities (Anonymous, 2017).

3.7.3. Information entropy

Information theory is the mathematical theory of data communication and storage
founded in 1949 by Shannon (Stinson, 1995). It is well known that information entropy can
measure the distribution of gray value in the image. It identifies the degree of uncertainty
and uniform distribution in the system. We can make sure that the bigger information
entropy the more uniform for the distribution of gray value. The calculation of information

entropy is as following formula “Equ. 3.5

_  2N-1
Hm = {5

P m; log, (3.5

P(m;)

Where P (mi) states probability mi in a message P (mi) = n/N, n is the number of
gray levels that repeat themselves. The information entropy of an idea random image is 8
(Zhang et al., 2012). In the gray scale image there are 256 gray values (m0 =0, m1=1, ...,
m255 = 255) and probability of each grey value is calculated from its histogram. Without

loss of generalization, we calculate entropy for gray scale image only (Munir, 2012).
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3.7.4. Differential attack analyses

In general, a desirable property for an encrypted image is being sensitive to the
small changes in plain-image (e.g., modifying only one pixel). The opponent can create a
small change in the input image to observe changes in the result. By this method, the
meaningful relationship between original image and encrypted image can be found. If one
small change in the plain-image can cause a significant change in the cipher-image, with
respect to diffusion and confusion, then the differential attack actually loses its efficiency
and becomes practically useless. To test the influence of one-pixel change on the whole
image encrypted by the proposed algorithm, three common measures were used: MAE,
NPCR, and UACI (Jolfaei, 2011). NPCR (Number of Pixels Change Rate) and UACI
(Unified Average Changing Intensity) measures the invulnerability of an algorithm against
the differential attacks on the image. NPCR evaluates the pixels change rate in the coded
image after modification in one pixel of a prime image. consequently, high NPCR value is
effective (Xu et al., 2010). Furthermore, UACI computes the variation in the intensity of
the corresponding pixel of the plain image and the encrypted image (Zhang et al., 2005).
MAE, NPCR, and UACI can be calculated by following formula:

1 _ — .. ..
MAE = — H-t ]-:01 Ci,j —Pij (3.6)

Let C(i, j) and P(i, j) be the gray level of the pixels at the ith row and jth column of a HxW

cipher and plain-image. The large the MAE value, the better the encryption security.

NPCR = ﬁ M, MD ij x100% (3.6)

Where

1C1i,j #C21i,j

Dij = )
J 0 otherwise

(3.7)
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Cli,j—-C21i,j 100%
/ L x 2 (3.8)
255 WxH

vAacr= 1L, Y,

Where W and H are the dimensions and (i, j) is the coordinates of the
image. H and W are the width and height of C; or C,. The C; and C, are two
encrypted images whose corresponding plain images have the size only and also
have a one-pixel difference. The Cy(i, j) and Cy(i, j) are gray scale values of the
pixels at grid (i, j). The D(i, j) determined by Ci(i, j) and Cy(i, j). If Ci(i, J) = C(i,
J), inresult, D(i, j) = 1; otherwise, D(i, j) = 0. (Ahadpour et al., 2016).



4. RESULTS AND DISCUSSION

For designing a secure and simple transformation of information over the Internet
we should use one of the methods of security which is cryptography. So in this segment, the
scheme utilized for image compression and image encryption alongside the calculation of
Haar wavelet transformation and RC4 method was introduced. A model was loaded out
using four steps, the first stage analyzing the requirements. The second step is the general
design while the third step is execution and the last part is running the result of the designed
prototype.

4.1. Analyzing the Requirement

The needs for the study was introduced as before in material and methods section,
for encrypting an image an encryption algorithm utilized for better result of security and
safety a compression method was combined with the used encryption algorithm which is
Haar wavelet transformation. As it’s known that HWT is one of the simplest and fast
methods among the compression methods. This method is combined with RC4 encryption
algorithm for a better result of encryption.

Each of the requirements deeply introduced and explained in chapter three. The
essential thought behind the study is to first compress the image with the goal that we can
send it over the network rapidly and encode it so we can transmit it over any networks
safely and securely. Matlab software was used to perform all of the calculations and

generate and display all of the pictures.

4.2. General Design

Initially, we compress the image utilizing Haar wavelet transformation. Wavelets
are an arrangement of numerical basis functions. While approximating a function as far as
wavelets, the wavelet basis functions are chosen to concur to the purpose being

approximated. Wavelets utilize a dynamic arrangement of basic functions that stand for the
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input function in the most effective way. In this way, wavelets can give a great deal of
compression and are thus extremely well known in the sector of image and signal
processing. A wavelet transformation changes over information from the spatial into the
frequency domain and afterward stores every segment with a relating coordinating
determination scale.

By applying the Haar wavelet transformation we can stand for this image as far as a
low-determination image and an arrangement of detail coefficients. Haar Transform is only
averaging and differencing. In HWT form, firstly the image experiences the single-level
wavelet resulting four coefficient scheme; the approximation (ca), horizontal (ch), vertical
(cv), and diagonal (cd) frameworks. The minimum frequency sub-band is indicated in the
(ca) framework. The (ca) framework will be encoded as it contains the vast majority of the
image’s information utilizing the RC4 Stream Cipher.

For encryption, the RC4 key-stream will be merged with the (ca) coefficients

utilizing the XOR operation. The proposed study is summarized in a diagram (Figure 4.1).

Original : Compression by Compressed
Image Haar wavelet '_> Image ﬁ

Encryption by
RC4 Algorithm

|

Encrypted
Image
. . Inver:
Original : Cum;::iun : Decryption by <:]
Image Imagle.‘ RC4 Algorithm

Figure 4.1. Diagram of the prototype.
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4.3. Execution

For writing the source codes Matlab software was used. A GUI was prepared while
running the program user should upload an image and a key so far compression and
encryption done. A part of the designed interface shown in (Figure 4.2) and (Figure 4.3).
The running code was previewed in (Figure 4.4) that process done for a standard image

(Lena).

Bl EncrComp
i
n S&

Haar & RC4
L. Upload An Image
=1
% -
- No files choosen Choose afile
4
i 0.8 Compress Image (Haar) |
1
%
. 0.6 Encrypt Image (RC4) |
%
04 Decrypt and Reconstruct |
% 2 Statistical Analysis |
ha
0
% 0 02 04 0.6 08 1
% Original Image
%
%
ba
%
%

% handles Structure with handles and user data (see GUIDATA]

Figure 4.2. Structure of design
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Figure 4.4. Execution of project.
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4.4. Study Result and Discussion

At the end of the study, the completions were successful and fulfill requirements.
An image was chosen to be compressed after the compression, the compressed image was
encoded by RC4, the encoded image was decoded by RC4 again to the compressed image
and by using inverse wavelet the image returns to its original form. Five different images
from the standard images were used. Images are of size (512x512x3) with different type
(.bmp, .jpg, .png). For each images Haar, encryption, decryption, and inverse of Haar was

applied. For more clarification result of the encrypted images are presented.
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a) Original Image b) Compressed image
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d) Encrypted image

f) Reconstructed Image

Figure 4.5. Result for Barbara image.

In (Figure 4.5) the standard image Barbara was used and a) is the original image
form. b) Shows the compressed image. c) Presents the HWT illustration. d) The result of
the encrypted image. €) The decoded image after decryption by RC4. f) Displayed the
inverse transform HW.
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a) Original Image b) Compressed image
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Figure 4.6. Result for Baboon image.

In (Figure 4.6) the standard image Baboon was used and a) is the original image
form. b) Shows the compressed image. c) Presents the HWT illustration. d) The result of
the encrypted image. €) The decoded image after decryption by RC4. f) Displayed the

inverse transform HW.
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Figure 4.7. Result for Airplane image.

In (Figure 4.7) the standard image Airplane was used and a) is the original image
form. b) Shows the compressed image. ¢) Presents the HWT illustration. d) The result of
the encrypted image. €) The decoded image after decryption by RC4. f) Displayed the

inverse transform HW.
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a) Original Image b) Compressed image

d) Encrypted image

f) Reconstructed Image

Figure 4.8. Result for Lena image.

In (Figure 4.8) the standard image Lena was used and a) is the original image form.
b) Shows the compressed image. c) Presents the HWT illustration. d) The result of the
encrypted image. e) The decoded image after decryption by RC4. f) Displayed the inverse

transform HW.
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a) Original Image b) Compressed image

d) Encrypted image

f) Reconstructed Image

Figure 4.9. Result for Pepper image.

In (Figure 4.9) the standard image Pepper was used and a) is the original image
form. b) Shows the compressed image. ¢) Presents the HWT illustration. d) The result of
the encrypted image. €) The decoded image after decryption by RC4. f) Displayed the
inverse transform HW.
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4.4.1. Histogram analysis

Several grey-scale images having different contents were preferred, and their
histograms were calculated. Typical examples are presented in (Figure 4.10, Figure 4.11,
Figure 4.12, Figure 4.13, and Figure 4.14), each image shows the histogram of each
(original image, compressed image, encrypted image, and reconstructed image). The
histogram of the ciphered image is genuinely uniform and is fundamentally unique in
relation to that of the plain image can be seen. Subsequently, it doesn't give any sign to
utilize any measurable assault on the image under thought. Additionally, there is no loss of
picture quality subsequent to playing out the encryption/decryption steps. From the shown

images histogram was presented for 5 standard images.
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Figure 4.10. Histogram of Barbara image.
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Figure 4.11. Histogram of Baboon image.
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Figure 4.12. Histogram of Airplane image.
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Figure 4.14. Histogram of Pepper image.

For testing histogram of an image, there is another way which is quantity analyzed
by the variance of the histogram, its examined to test the uniformity of the encrypted
image. The variance values are shown in the table (Table 4.1), which they are in the range

of 50000-50000 since these results are for the encrypted image which firstly it’s

compressed then encoded.
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Table 4.1. The obtained variance by proposed method

Image Variance

Airplane 54125.6313
Baboon 54203.3176
Barbara 54475.1058
Lena 54668.8078
Pepper 54196.5176

The variance was measured in another study namely “Image encryption using a
synchronous permutation-diffusion technique” which results are shown in (Table 4.2) since
the proposed study’s variance values are in the range of 5000-5000 (Enayatifar et al.,
2016).

Table 4.2. The obtained variance using method (Enayatifar et al., 2016)

Image Variance
Airplane 5264.710
Baboon 5119.29

Lena 5118.094
Pepper 5403.283

4.4.2. Speed test

In another side elapsed time for the encryption steps was calculated by Matlab “tic-
toc” function, tic starts a stopwatch timer to measure performance. The function records the
internal time at the execution of the tic command. Display the elapsed time with
the toc function. Ticreturns the value of the internal timer at the execution of
the tic command so that you can record time for simultaneous time spans. Presented results
in (Table 4.3) are for (512x512x3) sized images, with PC of Pentium (R) Dual-core, 2.00
GHz with RAM of 4.00 GB, 64-bit operating system type and Windows 10 Pro, of Matlab
R2013a version.
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Table 4.3. Time elapsed for encryption

Images Elapsed Time in (sec.)
Airplane 0.2346
Baboon 0.2335
Barbara 0.2320
Lena 0.2355
Pepper 0.2342

4.4.3. Key space analysis

The number of keys that can be generated known as key space and secret key space
must be sufficiently large to oppose brute-force attacks. The key length and the array size
of an internal state are variable. Typical parameters are key length= 16 (128-bit key) and
array size = 256. RC4 consists of two methods: Key Scheduling Algorithm (KSA) and
Pseudo-Random Generation Algorithm (PRGA). Each single input key can be of 256 which
is 2%, Which is 2°x 2°x 2°x ...=2%"10 = 2%,

4.4.4. Error metrics for image compression quality

The most important section of an image encryption is security. Then, a complete
analysis should apply to ensure the security of the encrypted image of the proposed method.
Statistical analysis was tried to explain that encrypted images are sufficiently secure facing
different cryptographic attacks. The execution examination of specific image encryption
HWT with RC4 stream cipher is calculated utilizing Peak Signal to Noise Ratio (PSNR),
Mean Square Error (MSE), Histogram Analysis, correlation coefficient and Entropy. To
show the variation between encoded image and interrelated plain-image, three calculations
were used: NPCR and UACI.

Encryption was done for five standard images and the results of PSNR with MSE
were successfully obtained since there is an inverse relationship between PSNR and MSE.
So a higher PSNR generally indicates that the reconstruction is of higher quality (Table 4.4)

presents the obtained results. The different key length was used to see the difference in the
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result. There were a few point differences which were so little. Here 16-key length was

used for image size (512x512x3).

Table 4.4. Results of PSNR and MSE for plain and decoded image

Images PSNR MSE

Red Green Blue Red Green Blue
Baboon 367.5278 368.0185 368.8293 0.0000 0.0000 0.0000
Barbara 367.6645 369.8337 370.2642 0.0000 0.0000 0.0000
Lena 367.5845 371.6509 373.1584 0.0000 0.0000 0.0000
Pepper 366.9396 368.0659 372.7907 0.0000 0.0000 0.0000

4.4.5. Entropy analysis

Moreover, entropy analysis was done for the same five images, the results are
shown in (Table 4.5). The entropy results between the original image and the single level
compressed-encrypted image, from those entropy values we note that entropy value of the
encrypted images is very close to the ideal value of 8 sh. This means that the proposed

study is highly robust towards entropy attacks.

Table 4.5. Entropy results of encrypted image

Images Original image Encrypted image

Red Green Blue Red Green Blue
Airplane 6.7177 6.7989 6.2137  7.5297 7.5327 7.5273
Baboon 7.7066 7.4744 7.7522  7.5283 7.5277 7.5302
Barbara 7.5770 7.4189 7.5149  7.5288 7.5274 7.5308
Lena 7.5889 7.1059 6.8147  7.5285 7.5294 7.5274
Pepper 7.3388 7.4962 7.0583  7.5288 7.5289 7.5322

Entropy was calculated for the same images but without compression, the

encryption by RC4, the results shown in (Table 4.6).
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Table 4.6. Results for entropy of encrypted image (RC4)

Images Original Image Encrypted Image

Red Green Blue Red Green Blue
Airplane 6.7177 6.7989  6.2137 75300 7.5316 7.5304
Baboon 7.7066 7.4744  7.7522 75294 7.5300 7.5290
Barbara 75770 7.4189 7.5149 75313 7.5297 7.5305
Lena 7.5889 7.1059 6.8147 7.5292 7.5324 7.5324
Pepper 7.3388 7.4962 7.0583 75310 7.5305 7.316

Through the results obtained the proposed study is successfully fulfilled and for
more assurance, the results were compared to the previous researches. In a proposed study
“Image Encryption Using Block Based Transformation With Fractional Fourier Transform”
the entropy value was calculated and the results are in range of 5.0-6.0 which is less than
the ideal value of entropy the proposed study used different encryption algorithms like
Kamlesh Gupta’s scheme, Blowfish, and Twofish (Cui et al., 2013).

From another proposed study the entropy value shown like (Table 4.7), the results

are so near to 8. This shows good entropy.

Table 4.7. Entropy value presentation (Loukhaoukha et al., 2012)

Image Original Encrypted
Lena 7.4318 7.9968
Baboon 7.2279 7.9979

4.4.6. Differential attack

Moreover, high NPCR value (near 100%) and suitable UACI rate were gotten. The
calculation was done for a number of images. Results of NPCR and UACI between two
encrypted images are presented in (Table 4.8). These encrypted images are firstly

compressed.
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Table 4.8. NPCR and UACI of various images

Images NPCR % UACI %
Lena- Barbara 99.611 35.859
Baboon- Pepper 99.609 36.679
Barbara-Pepper 99.621 36.620
Airplane-Lena 99.605 34.952
Pepper- Airplane 99.632 39.313

Likewise in another proposed image encryption study namely “A Secure Image
Encryption Algorithm Based on Rubik's Cube Principle” the NPCR and UACI values were
obtained for images of size (256x256) by using Rubik’s Cube algorithm, (Loukhaoukha et
al., 2012) as shown in (Table 4.9).

Table 4.9. Difference measures between original and encrypted images

Image NPCR (in %) UACI (in %)
Lena 99.5850 28.6210
Black 99.6078 50.1931
Baboon 99.6094 27.4092
Checkerboard 99.62.01 50.0233

For more assurance, the same calculations done for the original image and the
encrypted image as the results can be seen in (Table 4.10), which there is no compression

for the image. The results were obtained from images of size (512x512).

Table 4.10. Difference measures between original and encrypted image of RC4

Image NPCR (in %) UACI (in %)
Airplane 99.9983 40.3892
Baboon 99.9986 26.9736
Barbara 99.9975 25.0005
Lena 99.9978 24.9490
Pepper 99.9835 30.4124

Same calculations of NPCR and UACI made between compressed image and the
encrypted image, the reason of using compressed image here is the original image is instead

of our compressed image, because for calculating the NPCR and UACI the size of two
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images should be in the same size, for that reason measurement is done between the
compressed image and the encrypted image, the results are presented in the table below
(Table 4.11):

Table 4.11. Measures for NPCR and UACI of compressed and encrypted image

Images NPCR % UACI %
Airplane 99.9994 49.3946
Baboon 99.9989 49.5132
Barbara 99.9994 49.5952
Lena 100 49.6516
Pepper 99.9877 49.6221

More methods and encryption algorithms were used since the past till nowadays,
from all of the prepared studies it has been mentioned that for a good result the entropy
value should be near to the ideal entropy value 8 sh. And for the NPCR and UACI they
have confirmed that the value of NPCR should be high across the UACI, while UACI
should be lower. The value of PSNR and MSE they are in an inverse relation also the

scientists substantiated that the rate of PSNR is high.

4.4.7. Correlation coefficient analysis

The values of the coefficients can range from -1 to 1 with -1 representing a direct,
negative correlation, 0 representing no correlation, and 1 representing a direct, positive
correlation. The correlation in plain-image is more than in cipher-image. The correlation
was calculated for the original and encrypted images and they are presented in (Figure

4.15). The below table (Table 4.12), presents the value of the correlation coefficient.
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Table 4.12. Obtained correlation coefficient value

Image Correlation Coefficient (Horizontal)
Original Image Encrypted Image
Airplane 0.9663 0.0001
Baboon 0.8665 -0.0002
Barbara 0.9297 0.0018
Lena 0.9679 0.0003
Pepper 0.9767 0.0013

Correlation coefficient = 0.9663
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Figure 4.15. Correlation distribution of the pair’s horizontal to adjacent pixels.



5. CONCLUSIONS

An image encryption framework for images using HWT with RC4 Stream Cipher
has been presented in this letter. The system compresses the image at first with single level
compression and then encrypts it; furthermore the image is decoded and reconstructed to
the original image.

Some of the applications need a fast image compression technique but most of the
available technique requires impressive time. So this proposed algorithm (Haar wavelet
transformation) used to compress the image rapidly. Examining the RC4 parameters have
demonstrated that the speed of encoding or decoding time is straightforwardly identified
with the encryption key length and to the information record estimate if the information is
sufficiently extensive.

As a conclusion from the results that have been submitted after the execution of the
codes and statistical analysis, we can say that the methods are successfully done and the
values that have been submitted are significant. The time tested for the process was quick
and the entropy for the original and encrypted image is near to 8 ideal values. In image
processing field cryptography takes an important part because of information that is
sensitive must keep their security safe. Therefore encryption algorithms have the main role
in this segment. Developers and programmers can take benefit from such studies and
researches.

This design can be used for transformation of information and digital data over the
network securely, Till now it’s impossible to make sure that the Internet networks are
secure completely but at list, these encryption algorithms work against the hackers.

The obtained results for the statistical analysis shows good results, according to
other proposed methods in some analysis proposed method’s results are more significant
and good, while in others there was little difference.

For the future works, this research can be used as an application for encryption and

add other various algorithms and collect all in one design.
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APPENDIXES

APPENDIX 1. Genisletilmis Tiirkge Ozet (Extended Turkish Abstract)

HAAR DALGACIK DONUSUMU VE RC4 ALGORITMASINA DAYALI
GORUNTU SIFRELEME

YASIN, Elham Tahsin
Yiiksek Lisans Tezi, Elektrik-Elektronik Miihendisligi Anabilim Dali
Tez Danismant: Dog. Dr. Ridvan SARACOGLU
Temmuz 2017, 59 Sayfa

Glintimiizde bilgi ve verilerin giivenligi, gizliligi kritik bir meseleye
doniismiustiir. Giivenli iletim igin ilerlemis teknikler, ileri diizeydeki resimlerin
diizeltilmesi, cesitli askeri ve onarmaya yonelik uygulamalar, iilke giivenligi ve farkh
uygulamalar i¢in devamli olarak gereklidir. Giinimiizde bilgi giivenliginin
giiglendirilmesi i¢in kulanilan farkli yollardan en temeli sifreleme sistemleridir.
Bilgileri veya verileri anlasilmayacak sekilde baska bir yapiya doniistiirerek mesajin
giivenligi saglanir. Bu tezdeki temel fikir, Haar dalgacik doniisiimii ve RC4 sifreleme
algoritmasi olmak tizere iki algoritmayi birlestirerek giivenligi optimize etmektir. Haar
dalgacik doniisiimii, gorlintiiyli sikistirmak, sadeligi saglamak ve yiliksek hizh
performans elde etmek i¢in kullanilir. Ayrica ag iizerinden hizli gonderilebilir. RC4
sifreleme ise gOrilintiiyli herhangi bir ag ilizerinden giivenli ve saglam bir sekilde

sifrelemek ve ¢6zmek i¢in kullanilir.

Anahtar kelimeler: Bilgi giivenligi, Goriintii sikistirma, Goriintii sifreleme, Haar

doniisiimii, Kriptografi, RC4 akis sifresi.



1. GIRIS

Dijital goriintii isleme ve ag iletisimi, elektronik yayincilik ve dijital
multimedya verisinin internet iizerinden yaygin olarak yayimlanmasiyla birlikte,
yasadis1 kopyalama ve dagitima karsi dijital bilgilerin korunmasi, saklamasi ve iletimi
son derece dnem kazanmistir. Goriintiiler, farkli islemlerde yaygin olarak kullanilmaya
baslamistir. Bu nedenle, goriintii verilerinin yetkisiz kullanimlara kars1 gilivenligi
onemli bir durum olmaya baslamistir.

Goriintl sifreleme bilgi gizleme alaninda 6nemli bir rol oynamaktadir. Resim
sifreleme yontemi bilgiyi okunamaz hale getirmektir. Bu nedenle, sunucu yoneticileri
de dahil olmak tizere herhangi biri, orjinal mesaja ya da iletilen bilgilere herhangi bir
internet ag1 lizerinden erisemez. Goriintiiler1 korumali tutmanin ana amaci, gizlilik,
biitiinlik ve orijinalligi korumaktir. Goriintiileri giivenli hale getirmek i¢in farklh
teknikler mevcuttur ve bunlardan biri de sifreleme yontemidir.

Ayrica kablo TV, c¢evrimi¢i kisisel fotograf albiimii, tibbi goriintiileme
sistemleri, askeri goriintii iletisimi ve gizli video konferanslar1 gibi bir¢ok uygulamada
dijital goriintiilerin saklamas1 ve aktarilmasinda 6zel ve giivenilir sistemler gereklidir.
Boyle bir gereksinimi gidermek i¢in bir¢ok goriintii sifreleme yontemleri onerilmistir.

Sifreleme, elektronik verileri sifreli hale getiren ve yetkili taraflar haricindeki
kimseler tarafindan kolaylikla anlagilamayan baska bir bicime doniistiiriilmesidir.

Sifrelemenin birinci amaci, bilgisayar sistemlerinde saklanan veya internet ve
diger bilgisayar aglar1 vasitasiyla iletilen dijital verilerin gizliligini korumaktir.
Modern Sifreleme Algoritmalari, yalnizca gizliligi saglamakla kalmaz. Ayni zamanda
asagidaki glivenlik unsurlarin1 da saglayabileceginden Bilgi Teknolojileri sistemlerinin
ve iletisim giivenliginin saglanmasinda hayati bir rol oynarlar:

e Kimlik dogrulama: bir mesajin orijinini dogrulayabilir.
e Biitiinliik: bir mesajin igeriginin génderildikten sonra degistirilmedigini kanitlar.
e Reddedememe: bir mesaj1 gdnderen gonderilen mesaj1 yalanlayamaz.

Bu tezin temel amaci, once goriintiiyii sikistirmak ve sonra sifrelemek, boylece

onu ag lizerinden hizli, giivenli ve korumal1 bir sekilde iletebilmektir



2. MATERYAL ve YONTEM

2.1. Resim

Giliniimlizde Dijital goriintli, neredeyse tim alanlardaki bir¢ok uygulamada yer
almaktadir; Bilgi Gizleme, Haberlesme vb. Bu goriintiilerin giivenligi ¢cok dnemlidir. Resim
sifreleme, dijital goriintiilere giivenlik saglama yontemlerinden biridir.

Pikseller bir gorlintliniin temel 6geleridir, bu nedenle bir goriintiiyii sifrelemek icin
her pikselde gizli bilgiler sifrelenir. Pikselin konum degerleri sifreleme amaci icin de

kullanilabilir.

2.2. Resim Sifreleme

Sifreleme, diiz metinleri sifreli metin haline doniistirme islemidir. Sifreleme,
sifreleme metodunu kullanarak, sifrelenecek metin denilen ya da diiz metin olarak
adlandirilan orijinal veriyi ya da bilgiyi, yetkisiz bir kisi tarafindan okunamayan bir bigime
doniistiirme yontemidir. Goriintli sifreleme teknikleri bir goriintliyli anlagilmast zor olan
baska bir goriintiiye déniistirmeye calisir. Ote yandan resim sifre ¢dzmesi; orijinal resmi;
sifrelenmis halinden olusturur. Verileri sifrelemek ve sifre ¢ézmek igin gesitli goriintii
sifreleme sistemleri vardir.

Resim sifreleme, multimedya sistemleri, tibbi goriintiileme, askeri iletisim, Internet
iletisimi vb. uygulama alanlarina sahiptir. Goriintiileri giivenli bir sekilde iletmek i¢in bir
dizi sifreleme semasi Onerilmistir. Analiz ettigimiz semalar {i¢ farkli bicimde
siiflandirilabilir: konum degistirme, deger dontisiimii ve gorsel dontistim.

Goriintl sifreleme, daha biiyiik veri kaybi, daha yiiksek yedeklilik ve goriintiilerdeki
piksellerin daha giiclii korelasyonu nedeniyle metin sifrelemesinden farklidir.

Sifreleme algoritmasinin gizli kismi, sifreleme ve sifre ¢c6zme islemi i¢in kullanilan
anahtardir. Anahtar rasgele bitlerden olusur ve herhangi bir deger olabilir. Her algoritma

anahtar alani kullanir. Anahtar, algoritmanin anahtar alaninda rastgele degerler kullanilarak
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olusturulmustur. Anahtar alan1 ne kadar biiyiik olursa, farkli anahtarlar1 gostermek icin

kullanabilecegimiz anahtarlarin degerleri de o kadar yiiksek olur.

2.3. Haar Dalgacik Doniisiimii

Goriintii  sikistirma  yontemlerinden biri olan bu yontem, 1908'de Macar
matematik¢isi Alfred Haar tarafindan onerilen HDD {izerine kuruludur. Dalgaciklar,
verilerin frekanslara gore siralanmasi igin gelistirilen matematiksel fonksiyonlardir.
Dalgaciklar goriintii sikistirma, veri sikistirma, sifrelenmis veriler ve ¢ok daha fazlasi gibi
bir¢ok alanda uygulanmustir.

Once, Haar dalgacik doniisiimii kullanilarak goriintii sikistirilir. Dalgaciklar,
matematiksel temel islev kiimesidir. Dalgacik terimleri cinsinden bir fonksiyona
yaklasirken, dalgacik temel fonksiyonlar1 yaklasik fonksiyona gore secilir. Dalgaciklar,
girdi islevini en etkili bicimde temsil eden dinamik bir temel islev dizisi kullanir.
Dolayisiyla dalgaciklar ¢ok fazla sikistirma saglayabilir ve bu nedenle goriintii ve sinyal
isleme alanlarinda ¢ok popiilerdirler.

Bir dalgacik doniisiimii verileri uzaysal frekans alanina doniistiiriir ve her bileseni
karsilik gelen bir oziiniirliikk skalasiyla saklar. Haar dalgacik dontisiimii uygulandiginda, bu
gorlintiiyli diisik ¢oziintirliklii bir goriintii ve bir detay katsayilar1 terimleri ile temsil
edebiliriz. Haar Transform, ortalama ve fark almadan baska bir sey degildir.

Haar dalgacik doniisiimiiniin avantajlari olan hesaplama siiresi agisindan en iyi
performanst vermesi, hesaplama hizinin yliksek olmasi, basit olmasi sebebiyle HDD
verimli bir sikistirma  yontemidir ve mevcut bir gecici dizin  olmaksizin

hesaplanabildiginden dolay1 hafizayr verimli kullanir.
2.4. RC4 Algoritmasi
RC4, RSA Giivenlik'ten Ronald Rivest tarafindan 1987'de tasarlanmis ve en yaygin

yazilim akis sifrelemelerinden biri olarak bilinmektedir. Giivenli Yuva Katman1 / Aktarim

Katmani Giivenligi (SSL / TLS) (internet trafigini korumak icin), WEP (giivenli kablosuz
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aglar) ve PDF gibi popiiler protokollerde kullanilan bir akis sifresi olup bir simetrik anahtar
algoritmasidir. Yazilim agisindan hizli ve basit olarak kabul edilir.

RC4 sifreleme algoritmasi, 40 ve 128 bitlik anahtarlar kullanarak WEP (Kablosuz
Sifreleme Protokolii) i¢inde IEEE 802.11 gibi standartlarda kullanilir. Ayrica, Lotus Notes
ve Oracle Secure SQL gibi bir¢ok ticari yazilim paketinde de kullanilir.

RC4 sifreleme algoritmasi i¢in adimlar:

e Sifrelenecek verileri ve se¢ili anahtari alin.

e Iki string dizisi olusturun.

e ('dan 255'e kadar olan sayilar1 i¢eren bir diziyi baglatin.

e Secili anahtar ile diger diziyi doldurun.

e Anahtar dizisine bagli olarak ilk diziyi rastgele olusturun.

e Son anahtar akisini olusturmak i¢in kendi i¢indeki ilk diziyi rastgele olusturun.

e Kesin metin akist saglamak icin sifrelenecek verilerle son anahtar akisint XOR'layin.

Ayni algoritma hem sifreleme hem de sifre ¢cozme icin kullanilir ¢linkii veri akis,
iiretilen anahtar dizisiyle XOR yapilir. Anahtar akis, kullanilan diiz metinden tamamen
bagimsizdir. 256 bitlik bir durum tablosunu baglatmak icin 1 ila 256 bit arasinda degisken
uzunlukta bir anahtar kullanilir.

Durum tablosu daha sonra sahte rastgele bitlerin iiretilmesi ve daha sonra sifreli
metin vermek tizere diiz metinle XOR yapilan bir sahte rastgele akis tiretmek i¢in kullanilir.
Algoritma iki asamaya ayrilabilir: baglatma ve islem. Baslangic asamasinda 256 bitlik
durum tablosu S, bir kaynak olarak K tusu kullanilarak doldurulur. Durum tablosu
kurulduktan sonra, veri sifrelendigi i¢in diizenli bir sekilde degistirilmeye devam eder.
Baslatma islemi sahte kodla 6zetlenebilir.

Bu algoritma, sahte rastgele degerler akisi tiretir. Girig akisi, bu degerlerle, bit-bit
eslestirilerek XOR yapilir. Sifreleme ve sifre ¢ozme islemi; veri akisi, liretilen anahtar
diziyle sadece XOR yapilirken aynidir. Cikt1 bayti, S (i) ve S (j) degerlerine bakilarak,
bunlar1t modulo 256'ya ekleyerek ve sonra S'deki toplami aramakla segilir; S (S (1) + S (j)),
anahtar akisinin bir K bayti olarak kullanilir.

Goriintii sifrelemesinin en onemli kismi giivenliktir. Onerilen ydntemin, sifreli

goriintiiniin giivenligini saglamak i¢in eksiksiz bir analizi yapilmalidir.
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Tiim hesaplamalar1 gergeklestirmek ve tlim resimleri olusturmak ve goriintiilemek

icin Matlab sayisal ve gorsellestirme yazilimi kullanilmaktadir.



3. SONUC

Goriintiiler i¢cin RC4 sifreleme akisi ile Haar dalgacik doniistimi kullanilan bir
resim sifrelendirme sistemi bu tezde sunulmustur. Sistem ilk 6nce goriintiiyii sikistirir ve
sifreler, daha sonra sistem resmin sifresini ¢ézer ve orijinal resme tekrardan dontistiiriir.

Baz1 uygulamalarda hizli goriintii sikistirma teknigine ihtiyag duyulur ancak mevcut
tekniklerde goriintii sikistirma uzun zaman alir. Dolayisiyla bu Onerilen algoritma (Haar)
gortintiiyli hizlica sikistirir. RC4 parametrelerinin incelenmesi, kodlama veya kod ¢6zme
stiresi, sifreleme anahtar1 uzunlugu ve bilgilerin yeterince kapsamli olup olmadig: bilgisi,
kayit tahminiyle agik bir sekilde tanimlandigini gostermistir.

Kodlarin ve istatistiksel analizlerin uygulanmasindan sonra elde edilen sonuclarin
yola ¢ikarak, yontemlerin basariyla yapildigini ve elde edilen sonuglarin 6énemli oldugunu
sOyleyebiliriz. Goriintii isleme alanindaki sifreleme, hassas bilgileri giivende tutmasi
nedeniyle 6nemli bir rol oynamaktadir. Bu nedenle, bu béliimde sifreleme algoritmalar1 ana
rolii oynamaktadir. Gelistiriciler ve programcilar, bu tiir calismalar ve arastirmalardan
faydalanabilir.

Bu tasarim, bilgi ve dijital verilerin ag lizerinde giivenle doniistiiriilmesi i¢in
kullanilabilir, ancak internet aglarinin tamamen giivende olmasini saglamak imkansiz olsa
bile bu sifreleme algoritmalart en azindan bilgisayar korsanlarina karst koymaya
calismaktadir.

Gelecekteki calismalar i¢in bu arastirma, sifreleme ve diger cesitli algoritmalarin
eklenmesi igin bir temel uygulama olarak kullanilabilir ve hepsini tek bir tasarimda

toplanabilir.
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